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BCP Guide - Please provide feedback

A BCP Guide was drafted by ICS4ICS to help companies create their BCP Program
and establish BCP capabilities. BCP capabilities are critical for ICS4ICS and
Cyber Incident Response programs. |ICS4ICS_BCP_Guide_DRAFT 1.pdf

Please reply to icsdics@isa.org if you have feedback.

The ICS4ICS Exercise Team continues to create and update several ICS4ICS
Guides and Templates. These documents will be posted to our website in
July. We will add training videos starting in August.

ICS4ICS Credentials

Over 70 people have obtained their ICS4ICS Credentials enabling them to
perform over 135 ICS4ICS roles. You can obtain your ICS4ICS Type 4 (entry level)
Credentials by taking 15 hours of FEMA training. No application is required. For
more information visit https://www.icsdics.org/training-and-credentials




ICS4ICS Awareness & Outreach

The ICS4ICS Awareness & Outreach Team is coordinating several presentations
and exercises at various conferences to create awareness of ICS4ICS. Contact
icsidics@isa.org if you have a conference that would benefit from an ICS4ICS
presentation or exercise.

Other ICS4ICS-related NEWS:
e Brussels ICS4ICS Exercise is June 20 at ISA OT Cybersecurity Summit

e Register to attend the Orlando Disney World ICS4ICS Exercise on Oct 8 at
ISA Automation Summit & Expo

e |ISA-99 WG-16 is developing a 62443 cyber incident response standard
o Formore information contact standards@isa.org

e |ISA 62443 Risk Management and Cyber Incident Response Training
modules are being updated to reference ICS4ICS capabilities

Past ICS4ICS Exercises and Webinars:

e ICS4ICS-Cyber Incident Response Space (satellite) Exercise
https://register.gotowebinar.com/register/2140111868239426646

e ICS4ICS-Cyber Incident Exercise for Pipeline
https://register.gotowebinar.com/register/3312369384331715676

o ICS4ICS Staffing and WFD Training to prepare for a cyber incident
https://register.gotowebinar.com/register/2617227346636959064

e ICS4ICS-Cyber Incident Response Higher Education Exercise
https://register.gotowebinar.com/register/8705782881343620185

e ICS4ICS-Cyber Incident Response Electrical (generation) Exercise



https://register.gotowebinar.com/register/692970947647499870

e ICS4ICS-Cyber Incident Response Metals-Mining Exercise
https://register.gotowebinar.com/register/2879923765958414679

o Battery Energy Storage ICS4ICS Exercise
https://attendee.gotowebinar.com/register/750593971959115682

Please contact icsdics@isa.org if you want other industry sector exercises
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